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Chapter 1 - Overview

Welcome to Foxit PDF IFilter -- a professional tool that helps you to index PDF files.

Foxit PDF IFilter is an application that extracts the contents, properties, bookmarks, forms,
annotations and attachments from PDF documents, indexes them, and returns the
indexed results to the search engine so that users can search PDF documents with
keywords.

Foxit PDF IFilter supports PDF 1.7 specification and can be used in many Microsoft
search engines, such as Windows Indexing Service, MSN Desktop Search, and all other
products based on Microsoft Search technology. With Foxit PDF IFilter, all these search
engines can find PDF files with ease.

Operation Systems

® Windows 7 (32-bit & 64-bit).
® \Windows 8 (32-bit & 64-bit).

Note: If you want to run Foxit PDF IFilter on both desktop and server environment,
please try this version.

Why PDF IFilter?

PDF IFilter is necessary for several reasons:

» Microsoft creates and maintains office file formats, such as .doc, .xIs, .ppt, etc.
However, many other file formats are created and maintained by other companies.
For example, PDF was created by Adobe.

>  With the advantages of security, reliability and accessibility, PDF is now being used
by more and more people all over the world.

> PDF IFilter is a plug-in that allows Microsoft search engines to index PDF files so that
they become searchable. Without an appropriate PDF IFilter, contents of a PDF file
cannot be indexed.

Why Foxit PDF IFilter?



http://foxitsoftware.com/products/ifilter/register.php
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Foxit PDF IFilter is favored by a large number of governments and well-known companies
because of the following reasons:

» Foxit PDF IFilter helps to do index, which makes finding information much easier.
» Foxit PDF IFilter supports native 64-bit code.

» Smaller and faster than other PDF IFilters.

>

Supports twelve languages. Please go to Language Support part for details.

How Foxit PDF IFilter works?

Foxit PDF IFilter acts as a plug-in for full-text search engines. A search engine usually
works in two steps:

Step 1, the search engine goes through a designated place, e.g. a file folder or a
database, and indexes all documents or newly modified documents, including PDF
documents, in the background and creates internal data to store the indexed result.

Step 2, a user specifies some keywords for search and the search engine looks up the
indexing result and responds to the user with all the documents that contains the
keywords.

During Step 1, the search engine looks in the windows registry for appropriate IFilter
implementations and uses those filters for indexing. It filters out embedded formatting and
extracts text from the document and returns the result. Foxit PDF IFilter is one such
implementation. Further information about the IFilter specification can be found on the
Microsoft Web site.

Key Benefits

Integrates with existing operating systems and tools within your company.

Provides an easy solution to search within PDF documents located on the local
computer, local network, and/or internet.

Greatly increases your ability to accurately locate information.

Much smaller and faster than PDF IFilters offered by other vendors.

Supports Chinese/Japanese/Korean PDF documents.

Supports native 64-bit code.



http://msdn2.microsoft.com/en-us/library/ms691105.aspx



Foxit
Foxit PDF IFilter for Desktop

Chapter 2 - Getting Started

Installing Foxit PDF IFilter

On the Foxit PhantomPDF installation setup, click on Foxit PDF IFilter and choose the
option “Will be installed on local hard drive” shown as below to complete the installation.

-
4 Foxit PhantomPDF Setup

Custom Setup
Select the way you want features to be installed.

Clickthe icons in the tree below to change the way features will be installed.

- =3~ | PDF Viewer Foxit IFilter is a plug-in for
| Elv| Foxit PhantomPDF Creator Windows search engines and it

g.| Shell Extensions can help do search PDF
Foxit PDF IFilter document o

n
= Wil be installed on local hard drive

=8 Entire feature will be installed on local hard drive

¥ Entire feature will be unavailable

Browse...

[ Reset ][ Disk Usage ][ Back H et ][ Cancel

Note:

1. Foxit PDF IFilter has no user interface.

2. Foxit PDF IFilter Desktop Version is packaged with Foxit PhantomPDF. Therefore,
Foxit PDF IFilter will be chosen to be installed by default when Foxit PhantomPDF is

installed.

Configuring Foxit PDF IFilter

Foxit PDF IFilter adds five configurable registry items under
“‘HKEY_LOCAL_MACHINE\SOFTWARE\Foxit Software\Foxit PDF IFilter” directory:

FilterBookmarks[REG_DWORD] — sets the value to decide whether to filter out
bookmarks. 0 represents no and other values represent yes.

FilterAttachFile [REG_DWORD] - sets the value to decide whether to filter out
attachments. 0 represents no and other values represent yes.
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FilterAnnotation [REG_DWORD] — sets the value to decide whether to filter out
annotations. O represents no and other values represent yes.

LogLevel [REG_DWORD] - sets the log level. Value can be from 0 to 3.
0 - no output

1 - error log only. Includes error information when errors happen, and stack message
when the application crashes.

2 - simple log which only includes the main calling functions and returned values.
3 - detailed log which includes specific information such as date, and chunk.
LogFilePath [REG_SZ] — sets the output path of log file.

Note: The default setting in Foxit PDF IFilter is to filter out bookmarks, attachments and
annotations, but not to filter out any log information. The default output path of log file is
the installation folder of Foxit PDF IFilter. Restart application if you made any changes to
the registry.

Uninstalling Foxit PDF IFilter

Foxit PDF IFilter doesn’t have separate uninstalling application and needs to be
uninstalled by running the package of Foxit PhantomPDF.

1. Double-click the “FoxitPhantomPDF_Setup.exe” and a setup wizard will pop up. Click
Next to continue.
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ﬁ_ﬁl Foxit PhantomPDF Setup L=l = |

F(]xit“ Welcome to the Foxit

PhantomPDF™

PhantomPDF Setup Wizard

[/

for &D The Setup Wizard allows you to change the way Foxit
PhantomPDF features are installed on your computer
or to remave it from your computer. Click Mext to
Read, create and edit continue ar Cancel to exit the Setup Wizard.

PDF files for your business,

securely

Back || Net | [ cancel |

2. Choose Change in the dialog box and click Next.

|4 Foxit PhantomPDF Setup mmje = i

Change, repair, or remove installation
Select the operation you wish to perform.

Change
Changes the way features are installed.

Repair

Repairs errors in the most recent installation by fiking missing
and corrupt files, shortcuts, and registry entries.

Remove
Remaoves Foxit PhantomPDF from your computer.

Back | mMed | [ Cancel |

3. Click on the “Foxit PDF IFilter” button _E:" and then choose Entire feature will be

unavailable in the context menu. Then choose Next to continue.
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-
3 Foxit PhantomPDF Setup L ]

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

- =3~ | PDF Viewer Foxit IFilter is a plug-in for
El-| Foxit PhantomPDF Creator Windows search engines and it

g.| Shell Extensions can help do search PDF
document.

= Will be installed on local hard drive

=8 Entire feature will be installed on local hard drive

Entire feature will be unavailable

l Reset || Diskusage || Back | Next || Cancel i

4. Inthe pop-up dialog box, select Change to uninstall the Foxit PDF IFilter.

5 Foxit PhantomPDF Setup = x|

Ready to change Foxit PhantomPDF

Click Change to begin the installation. Click Back to review or change any of
your installation settings. Click Cancel to exit the wizard.

Back || Change | | Cancel
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5. Click Finish button to complete uninstalling.

I#3) Foxit PhantomPDF Setup E=E50

F()xit“ Completed the Foxit

PhantomPDF Setup Wizard
PhantomPDF™

for @ _ . . .
Click the Finish button to exit the Setup Wizard.

Read, create and edit
PDF files for your business,

securely

Back |[_ Finish ]| | Cancel |
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Chapter 3 - Foxit PDF IFilter for
WDS

Foxit PDF IFilter is able to search text in PDF files, Email PDF attachments, and PDFs in
Database Fields (BLOB), etc. After you install Foxit PDF IFilter, you should index all
documents and re-build index data with Windows Desktop Search (WDS) before you start
a search.

Working in Windows 8 and Windows 7

WDS functionality is already built into Windows 8 and Windows 7.
Indexing PDFs

With Foxit PDF IFilter, you can index PDF properties and file contents. After installing
Foxit PDF IFilter, please note that “Index Properties and File Contents” will be selected
automatically in File Types tab of Advanced Options dialog box.

-
Advanced Options ﬁ
Index Settings | File Types
Extension Filter Description -~
L |pcb File Properties filter
L |pch File Properties filter
| |PCX File Properties filter
[ ndn File Bronarties fltar
‘Iﬂ Jour) pdf Fouit PDF Filter
[ || parrox File Froperues niter
Epdf’xml File Properties filter (W
| |pds File Properties filter
dpdx File Properties filter
L |PEF File Properties filter
|=| perfmoncfg  File Properties filter
o pfm File Properties filter
Epf’x File Properties filter
'jl L T Y. | Cilm Memmmebiaes &l -
How should this file be indexed?
() Index Properties Only
@ Index Properties and File Contents
Add new extension to list:
Add
[ oK ] [ Cancel

11
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Note: Before installing the Foxit PDF IFilter, “Index Properties Only” is selected by default.

Setting index locations

You can have Microsoft Windows Desktop Search index any locations that contain PDF
files. Once the index is complete, Windows Desktop Search is able to use this index to
find text in PDF quickly. Please make sure all desired locations are included.

To select the locations where PDF files exist and you want to search, do the following:

# Select Start > Control Panel > Indexing Options to open the Indexing Options tool.

+ Click the Modify button to add or subtract specific files/folders from the search index.
+ Inthe Indexed Locations dialog box, select the locations that you want, and click OK.

-
s Indexed Locations

[l

Change selected locations

[ ) buf

O Ly del

. Foxit PDF IFilter
[ | Installc112

O e ) Intel

[ MSOCache

|:| = L) MyDocument
] = || PerfLogs

[] & . Program Files
[] = | Program Files (x88)
|:| 5 ProgramData
|:| w1 Users

M L) windows

m

Summary of selected locations

Induded Locations Exclude

| Foxit POF IFilter

B¢l show all locations

QK ] [ Cancel

12
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Once you select the locations and click OK, Windows Desktop Search will start the
indexing task automatically.

r N
. Indexing Options ﬁ

10 items indexed

= Indexing complete,

-

Index these locations:

Induded Locations Excude
| Foxit POF IFilter

¢ Modify { [ By Advanced ] [ Fylpause ]

How does indexing affect searches?

Troubleshoot search and indexing

[ Close

Notes:

1. If you just installed Foxit PDF IFilter or the IFilter has just been upgraded, you'll have
to index all documents and rebuild index data.

2. Windows Desktop Search updates the index every time that you add or change a file
or an e-mail message. You don’t need to re-index PDF files unless the IFilter is
reinstalled or updated.

13
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Searching PDFs

After you finish indexing PDF files, you can start a search for the contents and properties
such as author, title, etc. of your files.

To start a search, do the following:

# Click to open a drive or a folder that contains the PDF file that you want to search.
* Type your search words in the search box at the top right corner of the window.

S5

Search 2| |

* Windows Desktop Results appear immediately as you type the search words.

File Edit View Tools Help

Organize « Save search = - E;l @
4750 Favorites .| Foxit PDF TFilter 22 for Sever_Manual.pdf Date modified: 2013/1/21 12:13
B Desktop Foxit PDF IFilter 2.0 Contents;FOXIT CORPORATION LICEMSE Size: 2.50 ME

AGREEMENT FOR FOXIT PDF IFILTER SERVER;Chapter 1 - Overv...  Authors: Foxit Corporation
C:\Foxit PDF IFilter

&4 Downloads

=] Recent Places

E Foxit PDF [Filter 22 for Desktop_Manual.pdf Date modified: 2013/1/21 1213
453 Libraries Foxit PDF TFilter 2.0 Contents:FOXIT CORPORATION LICENSE Size: 0.99 MB
. B Documents AGREEMENT FOR FOXIT PDF IFILTER DESKTOP:IMPORTANT-R...  Authors: Foxit Corporation
i C:\Foxit PDF IFilter
J’ Music
» [ Pictures E FoxitPhantomPDF535_Manual.pdf Date modified: 2013/4/7 11:22
- B8 Videos FOXIT CORPORATION LICENSE AGREEMENT FOR DESKTOP Size: 13.7 MB
SOFTWARE APPLICATIONS; Contents; Chapter1 — Getting Authors: Johnny Chen
| - C:\Foxit PDF [Filter

# Double-click one of the search results to open it with your default PDF Reader. You
can select “How does indexing affect searches” in Indexing Options for more help.
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Chapter 4 -Additional Information

Microsoft Developer Support

Foxit PDF IFilter is a Dynamic Link Library (DLL) file that provides a bridge between a
Microsoft indexing client and a library of PDF files. It consists of code that understands the
PDF Format as well as code that can interface with the indexing client. When an indexing
client needs to index content from PDF files, it will look in its registry for an appropriate
DLL and will find the Foxit PDF IFilter. Foxit PDF IFilter will return text to the indexing
client. The indexing client will then index the results and return the appropriate results to
the user.

Language Support

This section lists languages supported by Foxit PDF IFilter.

German
French
Italian
English
Spanish
Portuguese
Russian
Chinese (traditional and simplified)
Korean
Japanese
Arabic
Hebrew
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What is Group Policy?

Group Policy (GPO), a feature of the Microsoft Windows NT family of operating systems, is a set
of rules that control the working environment of user accounts and computer accounts. It offers
the centralized management and configuration of operating systems, applications, and users'

settings in an Active Directory environment.

Group Policy can configure most system settings, save power by utilizing smart power settings,
give individual users more control over their machines with administrator privileges and increase

system security.

This guide will introduce steps to help you master how to quickly add and modify the new GPO
template for configuring your installation of Foxit PhantomPDF.

Personal Computer Setting

There are two file types of group policy template of Foxit PhantomPDF: .adm and .admx.
Different types are compatible with different operation systems, but have the same settings. The
template of .adm file type is compatible with Windows XP and later, while .admx is compatible
with Server 2008, Server 2012, Windows Vista and later.

Set Template Preference

For .adm file, follow the steps as below:

e  Please click Start > Run or use the shortcut key Ctrl + R and type gpedit.msc to open Group
Policy Editor.

e  Right-click the management template and choose Add/Remove Template in the context
menu. In the opened dialogue box, add the group policy template of Foxit PhantomPDF. The
Foxit PhantomPDF template will appear in the left navigation pane and you can set its
template preferences.

© 2014 Foxit Corporation 2
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e 7@z HE T

F
< elE ]
File Action View Help

=] Local Computer Policy
a i Computer Configuration

| Foxit PhantomPDF

» ] Software Settings Select an item to view its description. SEl:tting
> || Windows Settings _| Toolbars
4 || Administrative Templates | Menus
- [7] Control Panel | Plugin
> [ Metwork | Preferences
" Printers
] System

> || Windows Components
a || Classic Administrative Templates
4| | Foxit PhantomPDF
> [ Toolbars
> 0 Menus
| Plugin
» | Preferences
= Al Settings
4 % User Configuration
> [ ] Software Settings
| Windows Settings
| Administrative Templates

=

7

4 | i | +

q | ] | b | Extended /{Standard/.

——————— |

For .admx file, put the .admx file in C:\Windows\PolicyDefinitions and do the setting. The .admx
file should be used in combination with an .adml file. And the .adml file should be put in
C:\Windows\PolicyDefinitions\language. For example, if in the English OS, the .adml file should
be put in C:\Windows\PolicyDefinitions\en_us.

Example: Not Show Community language

e Choose Foxit PhantomPDF > Preferences > Not Show Community language.
e Double-click Not Show Community language to open the dialog box and check the option

Enabled. If Enabled only the official languages will show in the FILE > Preferences >
Language.

e If the option Not Configured or Disabled is checked, the languages translated by community
will be displayed.
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& Not Show Community language

=] Local Group Policy Editor

[} Not Show Community language

File Action View Help

ex @z Ha T

*) Not Configureg  Comment:

=/ Local Computer Policy

 Preferences
4 % Computer Configuration
. | Software Settings Not Show Community language
[ Windows Settings || £ ey setting
4 [ Administrative Templ{
» [7] Control Panel Requirements:
> [ Network Microsoft Windows XP SP2 or later
| Printers
| System Description: o
- ¥ you enable this option, it will
» 1 Windows Compon | merely show official languages. If you
4 [ Classic Administra) | disable this aption, it will show
4[] Fovit Phantomi | languages translated by community.
» [ Toolbars
» ] Menus
“| Plugin
» [ Preferences
(5 Al Settings
4 i, User Configuration
. (7] Software Settings
. 7] Windows Settings
. ] Administrative Templ:

Setting

] '‘About Forit PhantomPDF' Dialog

&) Not Show Community language

) Enabled
@ Disabled

‘| Rights Management Service

orbid Checking for Defaut PDF
Home Page Setting
Main Program Name

Options:

Supported on:

Microsoft Windows XP SP2 or later

Help:

et as Safe Reading Mode
oolbar Mode

.

4 T

", Bdended / Stendard

7 setting(s)

you disable this option, it will show languages translated by
community)

e  Other settings can be configured in the same way.

e To add tools to the default toolbar menu, please go to Foxit PhantomPDF > Toolbars >

Custom Toolbars > double-click the target menu, check Enabled and check the desired tools

to be shown on the default toolbar.

Note: Group Policy setting includes computer configuration and user configuration.

Computer configuration takes precedence over user configuration. The application will use the

computer configuration if both the computer and user configure a specific function at the same

time. Please note that if the option Disabled is a valid configuration, the setting will be shown in

the help information. Otherwise, the corresponding registry entry will be removed as selecting

Unconfigured. (The value of the option Disabled in the Group Policy Template of Foxit

PhantomPDF is invalid.)

GPO Deployment (for Server)

Create GPO Management

e If you already have an Active Directory domain and organizational unit configured, please

skip to “Apply the Foxit Template” section.

e Choose Start >Administration Tools> open “Active Directory Users and Computers”>

right-click the field “wx.com”> choose New >QOrganization Unit in the right-click menu.
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-0l
File Action View Help
e 71mo0Do= Hmtauradh
] Active Directory Users and Comput. | Name | Type | Desaiption ]
[ Saved Quenes - Builtin builtinDomain
e - contral ~---fters Container Default container for upgr...
';';‘H?nh S Conirollers Organizational Unit Default container for dom...
ityPrindpals Container Default container for secu...
0 oller Service Accounts Container Default container for man, ..
Change Domain Controller... Organizational Unit
Organizational Unit
i Organizational Unit
Mev 3 Computer Container Default container for upar...
All Tasks ] Contact
Group
o " InetOrgPerson
Refresh mslmaging-PSPs
Export List... MSMQ Queue Alias
) Organizational Unit
Properties Printer
Help User
Shared Folder
K I— 2

[Creates a new item in this container, | |

e In the opened New Organization Unit dialogue box, type the unit name (For this example,
we have named the unit “ga”) and click OK.

E Active Directory Users and Computers i ] 5

File Acton View Help

I EEIEREE Y e

] Active Directory Users and Comput | Name | Type | Description |
[] saved Queries [ Builtin builtinDomain
.ﬁi Woc.com ] computers Container Default container for upar...
o = — Default container for dom...
x

Default container for secu...
Default container for man...

-‘;'rl Createin:  wicom/

Name: Default container for upgr...
|o°

¥ Protect container from accidental deletion

oK Cancel | Hep |
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e  Right click the created organization unit “ga” and choose New > User in the right-click menu.

L=

For this example, we have named the user “King”

File Action View Help

MY EINEE EEE R R =R

| Active Directory Users and Comput | Name | Type | Description |
|| Saved Queries =

2 hopa x

[ Builtin

] Computers
& Createin:  wix.com/ga

[2] Domain Controllers

[ ForeignSecurityPrincipals

|| Managed Service Accounts
2] aa First name: ijﬂg Initials: I

2] ga1

2] qa2 Last name: I

[ Users

Full name: ijng

User logon name:

ijﬂg I@wx.com j
User logon name {pre-Windows 2000):
|w><\ Ik.ing
< Back Next > Cancel |
N 2
B Active Directory Users and Computers i ] [
File Acton View Help
== = = = | e o -l
e 7md0XEd = HFAasras
: Active Directory Users and Comput
[ saved Queries
=& wx.com Lwj User
|| Builtin Eh waq User
%| Comp_uters Wy User
%l Dcmgln Conh'.cller_s L wyi User
TI ;magnS;gntyPr:upa sts Eh wang xin User
TI anaged Service Accoun mwg Computer
i—' - rl";JW‘f' Computer
2] gat JI.
2] gaz 1Y Computer
|| Users
KN IE— i

Click Start > Programs > Administration Tools > open the Group Policy Management Console
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and right-click the created organization unit “qa” and choose Create a GPO in this domain,

and Link it here....

E-: Group Policy Management
2l File Action View Window Help
& | 5F 8 XE o HE
_%5 Group Policy Management qa
Bl 4X Forest: wx.com Linked Group Policy Objects
Bl (g5 Domains
Bl 3 wx.com Link Order = | G
2| Domain Controllers 1 &
.
Create a GPO in this domain, and Link it here...
Link an Existing GPO...
Block Inheritance
Group Policy Modeling Wizard. ..
E Sites New Organizational Unit
JE" group EO View »
& BrOURFO e Window from Here
Delete
Rename
Refresh
Properties
Help
N I

|Create a GPO in this domain and link it to this container

If you cannot find the Group Policy Management in Administration Tools, please install the
application package GPMC.MSI. You can download the package by clicking the link
http://www.microsoft.com/en-us/download/details.aspx?id=21895.
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Apply the Foxit Template

@
i, DNS
. vy 2] Event Viewer
a Silifrai i - ( - E_ Group Policy Management
| off— ; "
- Active Directory Users and o :;: _&‘ £ I
“ Computers 5 Local Security Policy
'{( Foxit Reader 5.1 admin @ Performance Monitor
’ _:'!';I Security Configuration Wizard
y Documents = Server Manager
@ Internet Explorer 3 % =g
L £, Services
T Computer o
Command Prompt '3 Share and Storage Management
M % Storage Explorer

-‘_.] Notepad System Configuration
~

- s () Task Scheduler
IE% #‘:ﬁ"’; Directory Domains and g Windows Firewall with Advanced Security

Tus
: Devices and Printers || Windows Memory Diagnostic
% iSCSI Initiator E Windows PowerShell Modules
- e @ Windows Server Backup

0-'"- Microsoft Outlook 2010 4
3 Help and Support
% Local Security Policy RUN...
3 All Programs

I Search programs and files @] Shut down Il

e  Type the GPO name in the “New GPO” dialogue box and click OK.

| PhantomPDF

Source Starter GPO:

{fnone) 1]

e  Right-click the new GPO and choose Edit in the right-click menu to open Group Policy Editor.
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JE Group Policy Management } =100 x|
4 Fle Acton View Window Help | =181 %]
&9 2moRDc/Bm
. Group Policy Management qa
= Forest: wx.
D%;‘-‘s apca Linked Group Polcy Oblects | Group Potcy Inhertance | Delegation |
B 3 wx.com Link Order ~ | GPO | Enforced | Link Enabled | GPO Status | Wi
] Domain Controlers -~ 1 ] reader No Yes Enabled  No
8 Ea
o/ R
® & qal Ed... -
® 3] qa2 Enforced
i} Group Polic y Link Enabled £2
@ [y WMIFiter:  Save Report...
@ (3 Starter GP
® [ fa Sites New Window from Here
#£% Group Policy Mode Delete
|.#, Group Policy Resul R
Refresh
Help
4 | 2

Right-click the Template Management and choose Add/Remove Template to add the

template. Please refer to Set Template Preference.

"~/ Local Group Policy Edito e )

File Action View Help
L I RE - ool 4
=] Local Computer Policy

4 % Computer Configuration
5 Software Settings Select an item to view its Setting

» [ Windows Settings description. [ Control Panel
[ Administrative Templates =] Desktop

% User Configuration [ Network
» [ Software Settings [ Shared Folders

©» [ Windows Settings
+[E Adminisuatir=Temteil [ start Menu and Taskbar

S

» 3 Control P Add/Remove Templates. (7] System
» [ Desktop Filter On [ Windows Components
- [ Network Filter Options. [ Classic Administrative Templates (ADM)

] Shared Fg Re-Apply Filter 2 All Settings

CstanMen ) o .
i [ System
1 [ Windows View v
4 _P Classic A Export List..

s Al Setting

Help
<« i D

Extended Standald/

Manage administrative templates

For configuring options, please refer to Example: Not Show Community language.
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GPO Items

The following table introduces some simple manipulations in GPO to speed up your working

process.

Items in GPO Template

Folder Path

Item

Options

Description

Foxit
PhantomPDF

> Plugin

Remove
Specific
Plugins

Input the plugin names which need to be removed.
Only support the one with .fpi extension in the
application folder of Foxit PhantomPDF ('..\Foxit
PhantomPDF\plugins).

Remove

Plugins

Check the plugin which need to be removed.

Foxit
PhantomPDF
>

Preferences >
Rights
Management

Service

Use
Deprecated
Encryption
Algorithms

Check ‘Use deprecated encryption algorithms to be
compatible with the previous version’ to support
RSA 1024 for encryption and disable the related
settings of RMS Setting in 'Preferences' menu.

If you have no option, there is the enhanced AD
RMS cryptographic implementation. It supports RSA
2048 for encryption.

Only operating systems in the following list can
support 'Enhanced AD RMS cryptographic
implementation'.

AD RMS servers must be running Windows Server®
2008 R2 with Service Pack 1 (SP1)

AD RMS client computers running one of the
following operating systems

Windows® 8

Windows® 7 with Service Pack 1 (SP1)

Windows Vista® with Service Pack 2 (SP2)
Windows Server® 2008 with Service Pack 2 (SP2)
Windows Server 2008 R2 with Service Pack 1 (SP1)

Encrypt

metadata

Check 'Encrypt Metadata' to encrypt document
metadata and disable the related settings of RMS

Setting in 'Preferences' menu.
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Forbid Web Check 'Forbid Web View' to forbid users to view
Viewing of protected content using a browser add-on.
Protected

Content

Use AD RMS If you enable this option, it will use the RMS Plug-in
Plug-in V1 V1 to support Windows XP. The PDF file protected

by RMS Plug-in V1 will be saved in Foxit protected
PDF format and can only be opened by Foxit
product. RMS Plug-in V1 only supports SHA-1/RSA
1024 for encryption and decryption.

If you disable this option, it will use the RMS Plug-in
V2 and support Windows Vista SP2 and later. The
RMS Plug-in V2 supports SHA-1/RSA 1024 and
SHA-2/RSA 2048 for encryption and decryption.

Foxit ‘About Foxit Copyright Logo Path: Modify the path of logo image at the
PhantomPDF | PhantomPDF’ | Content top-right corner. The original picture is 'Foxit'.
> Preferences | Dialog Logo Path Frame Title Path: Modify the path of frame title on
Frame Title Path | the left. The original picture is 'Foxit PhantomPDF'.
Note:
1. Image Format can be png, jpg, gif, bmp, jpeg.
2. Image size: (logo) 64x21 pixels, (title) 195x37
pixels.
3. Path can be an absolute path (such as
D:\Picture\1.jpg) or a relative path (take Foxit
PhantomPDF for example: \New About\1.jpg).
Foxit Forbid If you enable this option, it will not pop up this
PhantomPDF | Checking for dialog when Foxit PhantomPDF Reader is not your
> Preferences | Default PDF default PDF Reader.
Viewer
Foxit Home Page Menu Name Modify the property of item 'Foxit Corporation
PhantomPDF | Setting URL Home Page' in 'Help' menu.
> Preferences
Foxit Main Main Program Change the main program name.
PhantomPDF | Program Name
> Preferences | Name
Foxit Set as Safe Set as Safe Check 'Set as Safe Reading Mode' to enable Safe
PhantomPDF | Reading Reading Mode Reading Mode.
> Preferences | Mode Forbid Check 'Forbid Modification' to disable the related

Modification

settings of Trust Manager in 'Preferences' menu.
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Foxit
PhantomPDF

Toolbar Mode

Classic Toolbar
Mode

Check 'Classic Mode' to set Foxit PhantomPDF

running under 'Classic Toolbar Mode.

> Preferences Forbid Check 'Forbid Modification' to remove the options

Modification of Change Toolbar Mode under Ul Options in View
menu.

Foxit Choose the Choose the Check the options which need to be deleted from

PhantomPDF | item on the option on the the menu.

> correspondin | corresponding

Menus >men | g menu. item.

u name.

Choose the

menu you

want to

modify.

(The menus

and the

items layout

is the same

with Foxit

PhantomPDF

User

Interface.)

Foxit Toolbar Name | Choose the tools | Check the desired tools to be displayed in the

PhantomPDF which need to be | default toolbar.

>Toolbars> displayed in the

Custom default toolbar.

Toolbars

Foxit Toolbar Name | Choose the Check the desired tools to be removed from the

PhantomPDF buttons which corresponding toolbars.

> Toolbars > need to be

Delete removed from

Button the toolbar.

Foxit Not Show If you enable this option, it will merely show official

PhantomPDF | Community languages. If you disable this option, it will show

>Preferences | language languages translated by community.
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Quick Start for Windows Azure
AD Right Management

1. Enable Windows Azure AD Rights Management for your organization:

Download the Windows Azure AD Rights Management administration module
(WindowsAzureADRightsManagementAdministration.exe) for Windows PowerShell
from here.

In the local folder where you downloaded and saved the Rights Management
installer file, double-click the file
WindowsAzureADRightsManagementAdministration.exe to launch installation of
the Rights Management administration module.

Open Windows PowerShell.

Type the following commands:

v" Import-Module AADRM
v" Connect-AadrmService -Verbose

Enter your Office 365 credentials when prompted, for
example“user@company.onmicrosoft.com”.
Type the following commands:

v" Enable-Aadrm
v" Disconnect-AadrmService

2. Install Active Directory Rights Management Service Client 2.1:

X86 Download
X64 Download

© 2014 Foxit Corporation



http://go.microsoft.com/fwlink/?LinkId=257721

mailto:%E2%80%9Cuser@company.onmicrosoft.com

http://us-request.foxitservice.com/products/redirect.php?title=ad_rms_sdk_x86&language=en_us

http://us-request.foxitservice.com/products/redirect.php?title=ad_rms_sdk_x64&language=en_us
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1. £ “IEETE” Bt s > 5E4% [Foxit PhantomPDF] i/Z)#E “Audit Log Setting” 7%
IH ;

-] ConfigTool

% Foxit Reader ( Foxit PhantomPDF

[T Audit Log Setting [~ valid Network Printer Setting
~Specify SQL Server — Printer Ports List
SQL Server Name: I * Printer Port
Database: I
Table: I
User Name: I
Passwaord: I
Test Connection | Add | Remaove |
Expott... | Exit |

2. {7 LM EASE [Elkes DIEIIERIER

USE [Database]

GO

[X¥**** Object: Table [dbo].[Table_Name] *#*****/

SET ANSI_NULLS ON

GO

SET QUOTED_IDENTIFIER ON

GO

CREATE TABLE [dbo].[Table_Name](
[User] [nvarchar](50) COLLATE SQL_Latin1_General_CP1_CI_AS NOT NULL,
[Action] [nvarchar](50) COLLATE SQL_Latinl_General_CP1_CI_AS NOT NULL,
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[FileName] [nvarchar](max) COLLATE SQL_Latinl_General_CP1_CI_AS NOT NULL,
[DateTime] [datetime] NOT NULL,
[PrinterName] [nvarchar](max) COLLATE SQL_Latinl_General_CP1_Cl_AS NULL,
[Copies] [numeric](18, 0) NULL,
[Result] [nchar](10) COLLATE SQL_Latinl_General_CP1_CI_AS NULL
) ON [PRIMARY]

3. AMERIE "BCE TR HELJ78RAY “Specify SQL Server” 1 (X1 NE) B AFTA SQL falffas
B 40 SQL (IR a5 BRI R 4408 K P B A i - MR RhEE AL 1%
it > EEZHERE G AR AIFAEE AR BR A B R ESE R AR BT

-} ConfigTool

* Foxit Reader ¢ Foxit PhantomPDF

I Audit Log Setting [~ valid Metwork Printer Setting
— Specify SQL Server — Printer Ports List
SQL Server Name: I * Printer Port
Datzbase: I
Table: I
User Name: I
Password: I
Test Connection | Add | Remaove |
Export... | Exit |
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SharePoint Integration Configuration

Before using the check in/check out features in Foxit Reader/PhantomPDF, please configure the

SharePoint Server.

e Download PDF icon from http://www.foxitsoftware.com/images/icons/pdficon.gif.

e Open regedit.exe and navigate to HKEY_CURRENT_USER\Software\Foxit Software\Foxit
PhantomPDF 6.0\Preferences\Others.

Change the key and value to the following:
Key: bEnableSharePointFeatures
Value: 1

e SharePoint 2007: Copy the downloaded.GIF file to "Drive: \Program Files\Common
Files\Microsoft Shared\Web Server Extensions\12\Template\Images".

SharePoint 2010: Copy the downloaded.GIF file to "Drive:\Program Files\Common
Files\Microsoft Shared\Web Server Extensions\14\Template\Images"

e SharePoint 2007: Edit the file “Drive:\Program Files\Common Files\Microsoft Shared\Web
server extensions\12\Template\Xm/\DOCICON.XML".

SharePoint 2010: Edit the file “Drive:\Program Files\Common Files\Microsoft Shared\Web
server extensions\14\Template\XmI/\DOCICON.XML".

SharePoint 2013: Edit the file “Drive:\Program Files\Common Files\Microsoft
Shared\Web server extensions\15\Template\XmI\DOCICON.XML".

To edit the file, please refer to the following steps:

a. Right-click DOCICON.XML file > click Open With > select Notepad.

b. Add an entry for the file with .pdf extension and take it as the file’s name. For example,
type the ICPDF as the name of the .gif file:

<Mapping Key="pdf" Value="pdficon.gif"

OpenControl="FoxitPhantomPDF.OpenDocuments"/>

© 2014 Foxit Corporation



http://www.foxitsoftware.com/images/icons/pdficon.gif



SharePoint Integration Configuration

=10l x|
File Edit Format View Help
<?xml version="1.0" encoding="utf-8"?> -
<DocIcons> —
<BYProgID>
<Mapping Key— ‘excel.sheet” value=" 1chtmx1s if" editText="Microsoft Excel"” opencontrol="sharerPoint. upenDocuments
<Mapping ‘FrontPage. Editor. Document value=' 1(htmfp gif" EditText="Microsoft sharepoint Des1gner opencontrol:
<Mapping "Infopath. Document™ H itText="Microsoft InfoPath" openControl="5harePoint.openxmi
<Mapping
<Mapping
<Mapping
<Mapping i Microsoft Excel™ ?encom:ro]- sharePoint.OpenDocuments”
<Mapping d. gif" EditText="Microsoft Excel” openControl="sharepoint. openDocuments
<Mapping value=" 1codct editText="Microsoft Excel” opencontrok sharepoint. openbocuments™/
<Mapping ‘onenote. Notebook” value=" 1cr|otebk png" EditText="Microsoft OneNote" oOpencControl="sharepoint. OpenDo(l
<Mapping ‘PowerpPoint.slide" value="ichtmppt. g1 " _EditText="Microsoft PowerPoint" oOpenControl="sharepoint.opent
<Mapping "Publisher.Document” value="ichtmpub.gif" EditText="Microsoft Publisher" OpenControl="sharepoint.opet
<Mapping ‘sharepoint. Documentset” value="icdocset.gif"/>
<Mapping "sharepoint.webPartpPage. Document” value="jcsmrtpg.gif" EditText="Wicrosoft sharepoint Designer" opern—
<Mapping "visio. webDra\nng value="1icvdw. gif' EditText="Wicrosoft visio" Opencontrol="sharepPoint.openDocument:

<Mapping Key="word.Document" Value="ichtmdoc.qgif" EditText="wicrosoft word" opencControl="sharePoint.OpenDocuments
<Mapping Key="XDocs.Document" value="icxddoc.gif" EditText="Microsoft Infopath" opencontrol="sharePoint.OpenxmLDo¢
<Mapping Key="sharepoint.Link" value="DOCLINK.GIF"/>
<Mapping Key="sharepoint.SearchAdminreport” value=" 1(sadrep gif" EditText="Microsoft sharepoint Designer" openconi
</ByProgIp>
<ByExtension>

<Mapping Key="pdf" value="pdficon.gif" opencontro1="FoxitPhantomPDF.openDocuments"/>]

<Mapping Key="accdb"
<Mapping Keyf a((d(v

caccdb.gif" EditText="Microsoft Access" oOpencControl="sharepoint.0openbocuments"/>
caccdb. gif"/>

<Mapping caccdb. gif"/

<Mapping caccde.gif" EditText="Microsoft Access" OpencControl="sharepPoint.OpenDocuments"/>
<Mapping caccde. ?11‘ EditText="Microsoft Access" oOpencontrol="sharepPoint.OpenDocuments" />
<Mapping icasax.gi />

<Mapping icascx.gif" rosoft sharepoint Designer” opencontrol="sharepPoint.OpenDocume
<Mapping icasmx.gif" opencontrol=""/>

<Mapping " openControl=""/>

<Mapping 8 o ichtmigif" EditText="Microsoft sharepoint Designer"” OpenControl="sharePoint.0OpenbDocumer
<Mapping i 7 2>

<Mapping ‘cat” jccat.gif" openContro

<Mapping . i if" openContro

<Mapping if" openco />

<Mapping Key- css” ?11’ opencontro

<Mapping Keyf"db" value=" Opencontro'l e

<Mapping "dib" value:

<Mapping ' 1'cd1'sc.g opencontrol=""/

<Mapping icdoc.png” EditText= M1crosoft word" opencontrol="sharePoint.Openbocuments"
<Mapping icdocm.png” EditTex sharePoint.Openbocument
<Mapping icdocx.png” EditTex sharepoint.OpenDocuments"/>
<Mapping cdot. png Ed'itText- harePoint.openbocuments” />

<Mapping Keyf"dotm valu
<Mapping Key="dotx" valu
<Mapping Key="dvd" value:

4 | »

icdotm.png” EditTex
icdotx.png” EditTex
icdvd. gif" opencontro

sharePoint.openbocuments” />
sharepoint.openbocuments”/

c. Click Save on the File menu, and then quit Notepad.
Perform an iisreset:

a. Click Start > Run > type “cmd” in the Open dialog box>click OK > type “iisreset” in
the command prompt window>click Enter.

Microsoft Windows [Uersion 5.2.37981
{C» Copyright 1985-2883 Microsoft Corp.

E:“Documents and Settings“Administratoriiisreset

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

E:~Documents and SettingssAdministrator>_

b. Close the windows.

© 2014 Foxit Corporation 2
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